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DESCRIPTION
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Winlink 2000 SMSNode is a new mechanism for delivering mail from the Winlink 2000 (WL2K) system to the wireless ham user.  SMS stands for Short Message System and is optimized to deliver short (< 5K) text messages to simple portable terminals (e.g. Palm devices) via conventional amateur AX.25 packet.  SMSNode is very simple to set up and run and requires a minimum of computer and radio equipment. The SMSNode provides a simple and reliable window to the global WL2K system and Internet. The SMSNode software runs independently from the normal Winlink MBO (PMBO) software on virtually any windows computer.  The SMSNode is ideal for temporary emergency setup or unattended   remote locations where it can deliver reliable wireless communication to the “last mile”.  The following graphic shows the major components of the SMSNode and how it interfaces the remote wireless ham to the existing WL2K system.

HOW IT WORKS

SMSNode takes advantage of Internet connectivity and essentially eliminates the need for local message storage and state information at the SMSNode.  When a user connects to a SMSNode (standard packet keyboard connection) he uses a few simple commands to List, Read, Kill or Send messages. These commands are immediately transmitted to the central WL2K server (CMBO) for execution. This process takes only a few seconds over typical Internet links. Once the commands are in the WL2K central server normal WL2K processing takes over to deliver the messages to multiple radio or Internet destinations. Besides the simplicity and robustness of the SMSNode one significant advantage over conventional BBSs is the very short message latency.  For example,  messages bound to the Internet are routinely delivered to the recipient’s destination mail server in less than one minute!  Since the SMS has no local storage and since the WL2K system uses “smart routing” to eliminate the need for designating a “home BBS” users are free to roam and send and receive mail from any SMSNode.  Users of SMSNode are always considered mobile or roaming users so message routing is never an issue!

REQUIREMENTS

The requirements to set up a node are minimal.  Any modest Win 95 or higher PC should work as the processing loads and memory requirements are minimal.  The program is optimized to work with a full time Internet connection via cable modem, DSL or ISDN.  It is also possible to use an on-demand dial up connection  but this increases the latency of the commands while the Internet connection is initiated.  For a dial up connection the connected user is notified of the dial up status while the IP connection is being made. The SMS Node supports the more popular packet TNCs such as: (currently KPC1-4, KPC9612,  KAM,  KAM-E,  KAM+, MFJ1270B/C, MFJ1274 and other TNC2 clones)

APPLICATIONS

We are just beginning initial testing of the SMSNode with very simple packet terminals (Palm devices with HT radios).  This will permit “walk around” access to the WL2K system for any remote user in range of the SMSNode.  Other obvious applications include the setup of “emergency BBS” nodes where a SMSNode is installed or activated near the emergency/disaster site to provide “last mile” wireless connectivity to remote field operators and emergency personnel.  Other potential applications include high-density user areas like marinas, RV parks and ham fests which can give hams immediate wireless access to the WL2K system and the Internet from simple packet terminals.  

INSTALLATION

Installation is straightforward.  First download the SMS install program and documentation (about 2 Meg) from the WL2K web. (need URL).   Then unzip the zip file to a temporary folder. There will be the following files:

Setup.exe, SETUP.LST and a SMSClient.CAB file.  Double click on the Setup.exe to begin installation.  The default install path is C:\Program Files\SMSNode but this can be changed during installation.  Before trying to operate the program you will need to be setup as a NPMBO/PMBO and obtain a password to get through the secure login to the CMBO central server. You can obtain this from Steve K4CJX@winlink.org  or myself KN6KB@winlink.org.  Be sure and include the call sign you will use for the SMSNode (including any –SSID)  and your requested password (4-12 characters, case insensitive) in your request.  If you are not a WL2K PMBO (Participating MBO) you will be set up as a NPMBO (Non Participating MBO ) to differentiate you from normal WL2K users. Only WL2K PMBOs and NPMBOs may access the Central server with the SMSNode.

CUSTOMIZATION

Once you have finished the installation you are ready to customize the required files.  In your installation directory you will find three text files:

     Banner.txt

     Help.txt

     Info.txt

The banner file will be your logon prompt. You can use any simple text editor (Notepad, Wordpad, etc ) to edit your specific logon banner.  Save this file only as a simple text file not a Word .doc file. It is best to keep it short….a few lines at most.  Do not begin a line with a square bracket “[ or ]” as this can sometimes cause problems with automatic connections. Save the banner file when you are done editing it.  It must be named banner.txt

Similarly customize the Help and Info files if you choose.  The info file can contain brief info about your node (location, equipment etc). Make sure the Help file includes the command instructions.  These files are sent upon reception of the I (INFO)  or H (HELP) commands.  If you destroy one of these files you will have to re install the software to recover it.  Making a backup copy is recommended.

The final file customization is for the TNC. In the directory you will find several TNC files with names like ExampleKPC3.aps, ExampleKAM.aps etc. These are example files and can be used as templates. You will have to edit the one of these that applies to the TNC you will use and save it as KPC3.aps or KAM.aps etc (without the preface “Example”).  Be sure to include your call sign (call sign of the SMS Node)  in the MYCALL section of the file (be sure to include any –SSID if used) .  If you are not sure about some parameters leave them as in the example file or ask a local Packet guru for help. The parameters for many TNCs are similar but not identical.  These files have been basically tested but may not be optimum for your environment.  They should work as is with simple modification for the MYCALL. You can comment out a line (making  it unprocessed) by starting it with a “;”.  It is good policy to add comments (identified with a “;”) to document any unusual settings for future reference.  I have not yet been able to get multiple connection streams to work on TNC2 clones since they do not appear to have a reliable way of indicating new stream connections.  For TNC2 Clones I recommend setting USERS to 1. 

STARTING SMSNode

Before starting SMSNode connect the TNC to the computer and use a dumb terminal program to configure the TNC baud rate and settings. You should set the TNC for a fixed baud rate rather than some auto baud mode available on some TNCs.

You can start the SMSNode program by using the Windows Start, Programs,  SMSNode  or by double clicking the SMSNode.exe Icon in the installation directory. You can of course put shorts cuts to start the program on your desktop or startup directories.

After the initial start up you should get a window similar to this:
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This is the setup menu and may be called from the main menu to review or change settings later.  Across the top is a menu bar to select different functions described below.

The Node Call sign is your SMS Node call sign and is linked to the password.  

Clicking the Set Password menu bar will bring up the small form:
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Once you enter your password (4-12 characters) and click save you will no longer be able to view it for improved security.   The password enables only your SMSNode call sign to connect to the SMSServer at the CMBO.  You must have a password that is correct for your Node call sign to make the connection to the SMSServer.

The Parameters on the left are used to select the Comm port parameters, flow control mechanism and TNC Type. I would suggest using hardware flow control RTC/CTS above as I have not yet done extensive checkout of software flow control. This should work on all modern TNCs and computer ports provided your serial connection cable has wires for RTS and CTS. If you select a TNC with multi port capability (such as the KPC9612) the Multi Port frame will be visible. You can select operation of either or both ports. Single port TNCs will be forced to port 1. Once all parameters are selected you can test the communications to the TNC using the Check TNC Comm menu item.  If the baud rate and Comm port parameters are OK you should get a positive check. The check will work if the TNC is in any interface mode. The File path will be initialized automatically but will have to be changed if you installed to a different directory than the default. This file path points to the four important files described previously which are used by the system and will also be the location of the log files created by the program.  

In the IP Connection Type frame you must select whether you are using a full time (cable, DSL or LAN type) connection or a dial up connection for connecting to the SMSServer via the Internet.  If you have both you can select to use the Full time connection and the dial up as a backup by selecting the middle option. If you select a dial up connection option a list box of your pre-setup phonebook entries and the hang up delay box will be visible.  Your phone book entry should already be setup (for normal internet access) and should be configured to dial and log in automatically.  If you have multiple phone book entries select (highlight) the one you wish the SMSNode to use.  The dial up delay is the number of minutes (0-120) that the SMSNode will wait after the last user disconnects before hanging up the dial up connection.  Using a larger number may be useful to prevent re dialing on a rapid re connect. Normally values of 0-5 minutes are used.

If you check the Restore TNC settings the original settings will be restored when SMSNode is closed. Otherwise the settings in the .aps initialization file will remain.

Checking the Enable Logging checkbox will enable the log which will log all connects by call letter and time.  Logging will not include the status window of the main menu unless the Log Status Window is clicked.

The WL2K Central Server CMBO address is defaulted in the SMS Serve IP address frame and this can be tested using the Ping button. If you have a full time connection the Ping Button should give you an OK answer with the time in ms.   If you are not connected and are using a dial up connection clicking the Ping button should initiate a dialup connection and the words “Dialing” should appear. A successful ping should show the words OK and the ping time in ms. A Disconnect button will be visible if a dial up connection is made and you can click it to disconnect. Normally dial up connections and disconnects are handled automatically.  If you cannot ping successfully to the SMS server you will not be able to send commands to the SMS Server.

You can initialize the TNC by clicking the Initialize menu item.  This will take several seconds depending on the TNC and baud rate.  An initialization form will show the progress and should close automatically if successful. If initialization fails try other communication parameters and make sure the TNC and computer are connected by a proper cable (Including RTS and CTS signals) and the TNC is set for the matching parameters.  Also make sure you have USERS set to 1 for TNC2 clones or the total USERS for all ports between 1 and 10 for multiport TNCs.  A successful initialization will result in the display of the main menu below.  If you click Cancel on the menu it will show the following form but the TNC is not initialized and connections to the SMSNode through the TNC cannot be made. After a successful initialization the next time you start SMSNode the TNC should initialize automatically.

The following menu is the normal operating menu.  It shows the IP address of the SMS Server (CMBO). The background for this label is yellow once a connection to the SMS Server has been verified.  The background turns green during the processing of a SMS Command. This is normally only for short periods ( a few seconds) when a command or message is transferred. The local IP connection (Computer name) is shown and the TNC status.  The right side shows all the connections (Up to 10 depending on your settings for users and max users in the TNC .aps file). When a connection is active it’s Port number (1 or 2 depending on TNC), Stream (A-J) and call sign of the connecting station is shown and the background becomes yellow. The traffic indicator shows the direction by arrow and color of the last packet sent to or received by the connected station.  For each stream there is a “radio style” selector button for monitoring. When selected, new traffic for that stream will be shown in the monitor window.  . The left most number in the monitor window shows the port. (this will always be 1 on single port TNCs but could be 1 or 2 on multi-port TNCs like the KPC4, KAM or KPC9612. The stream character (A-J) will be capitalized for data originating from the SMSNode and lower case for data originating from the remote connected station.  Connections and Disconnections (showing connection paths and local time) are always logged if logging has been enabled.  If you wish to capture a particular monitor window to the log (for later analysis click the Save Monitor to Log  button. A new log file is created every month and can be found in the installation directory. 
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The menu selections across the top are used to view other forms. We have already covered the setup form.  Selecting Sysop will bring up the sysop command form. 

This following menu is used to allow the sysop to send and receive SMS commands and can be used to send and receive messages as well as test the system. The User Call text box is the call sign used to connect and send the request. For security there is limited capability if the user call is not equal to the Node call sign. Once a call sign is entered the Command buttons LM (ListMine) , and R (Read) will be activated.  Commands R (Read) and K (Kill) require the specific MID (Message ID) for the message being read or killed.
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To send a request to the SMS server to show all the pending messages for User Call simply press LM. This normally takes 3 –6 seconds for the processing and TCP/IP round trip. The LM results will be shown in the large middle window.

To read a specific message, enter the Message ID (MID) exactly in the MID text box and click R.  Or alternatively type in the shortcut index which is the number in parenthesis  in front of each MID in response to a LM command.  This shortcut index number can be used to reference a specific message for Read or Kill until a new LM command is issued. The message will appear in the middle text window.  The same message can be Killed (marked Read in the WL2K data base not actually deleted) by pressing the K command.

To send a personal message to a user of WL2K or an internet address enter the destination(s) in the To text box.  These can be radio calls, radio calls with packet Hroutes or Internet addresses. For multiple destinations separate each with a “;” or a “,”.  Internet addresses MUST be preceded by “SMTP:” (case insensitive) to positively identify them from the similar syntax H routes  used in packet. 

For example the To address:

 W4ABC;KC4YEK@KC4YEK.#CFL.FL.USA.NA;SMTP:JohnDoe@aol.com

Would address the message to:

Radio call: W4ABC

Radio call with Hroute: KC4YEJ@KC4YEK.#CFL.FL.USA.NA 

And Internet address:  JohnDoe@aol.com
As always be careful with addresses …close doesn’t count. Incorrect addresses will initiate a bounce message to you after several delivery attempts.  To be delivered a call sign must either be known to the system (that call sign is a user of WL2K) or the call sign must include an Hroute and that Hroute must have addressing tokens set up for specific WL2K NPMBOs. 

Then fill in the Subject for the message and the message body.  When ready to send click the SP button.  The SMS Server should reply in a few seconds with the MID and indicate acceptance.  Normally Internet mail is delivered to the destination mail server in a few minutes…often less than 60 seconds.  Mail to radio users will be available immediately to other SMS Nodes and for conventional WL2K PMBOs when they poll the central server.

Functions SP (SendPersonal) and K (Kill) are not operational unless the User Call = the SMSNode call.  This prevents accidentally marking a message read or sending a message as a different user.

Clicking the About item on the main menu will bring up the following about box for the SMSNode which shows the version number and names of the authors of the software.
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 Finally the Exit menu entry will prompt for a verification before ending the program.

SPECIAL CONSIDERATIONS WITH MULTI PORT TNCs:

Multi port TNCs may be used as single port selecting either Port 1 or Port 2 in the setup menu. When used this way all 10 connection streams are available to the selected port. Make sure the USERS and MAXUSERS parameters for the appropriate port in the .aps file for the TNC are set to between 1 and 10. 

If both ports are enabled the SMSNode will split the 10 available connection streams. This is done by setting the MAXUSERS or USERS command  in the .aps file to a number < 10 for Port 1.  The remaining streams will be available for port 2.  So for example setting MAXUSERS for Port 1  = 4 and MAXUSERS for Port 2 = 5 will provide for 4 streams on Port1 and 5 streams on Port 2.  The sum of MAX USERS FOR PORT  1 and 2 must be 10 or less if multi port operation is enabled.

MULTIPLE INSTANCES 

Multiple instances of the SMSNode can be run on the same computer.  This is done by including a parameter instance number with the launch of the SMSNode program.  If the program is launched without an instance, number “1” is assumed. This can be seen in the above menus where “(1)” is displayed in the menu caption.  For example from the run prompt  typing “SMSNode.exe 2” will launch a second instance. You can also include the instance number in the Target line of a shortcut. For each separate instance you will have a completely independent setup (call sign, TNC parameters, logfile,  etc). Each instance must of course refer to a different Comm Port and TNC. The only limit to instances is the memory and horsepower of your computer.  Multiple instances share the same banner, help and info files. There is a protection mechanism to stop multiple copies of the same instance number.

ON AIR TESTING

Testing on the air requires the ability to connect to the SMSnode via another packet station. If possible try this first without using intermediate digipeaters. Once connected the remote station should receive the logon message from the banner.txt file and the SMS prompt:  “SMS>”  From the remote station typing H or HELP should send the help file, help.txt. Typing I or INFO should send the information file,  info.txt.  Other commands are:   

LM or LISTMINE  list all the unread messages for the remote call.  

R  <mid>  or R index#  will read the specific message from LM.

K  <mid> or  K index#  will mark the specific message read (not actually deleted).

SP  address(es)  will send a new message. The remote station will be prompted for subject and message body.

B BYE QRT LOGOFF commands from the remote station will disconnect the link.  The link will be disconnected from the SMSNode if there is no keyboard activity on a stream for 10 minutes. Details of the commands are in the help.txt file.

LOGGING
If logging is enabled (checked in setup form) all call signs, connects and disconnects and successful keyboard commands are logged with date and time for all streams. Logging occurs even if a stream is not selected for viewing in the monitor window. Actual message content or results from  LM commands is not logged.  Log file names have a name that identifies the Node call sign, instance number and month. For example:

KN6KB_1_04.log  is the name for SMSNode KN6KB  Instance #1 for April. A new log is started every month and the previous month’s log is left for the sysop to archive.

Below is an actual sample from a typical log:

...SMSClient Version 0.1.15  KPC3 on Comm 4 initialized @ 4/15/2002 1:40:04 PM

1/A: CONNECTED to KN6KB-1 @ 4/15/2002 1:41:01 PM

1/A KN6KB-1; 2002/04/15 13:42  List: 2 messages.

1/A KN6KB-1; 2002/04/15 13:42  MID : 778951_KN6KB Read.

1/A KN6KB-1; 2002/04/15 13:42  MID : 778951_KN6KB Killed.

1/A KN6KB-1; 2002/04/15 13:42  MID : 778950_KN6KB Killed.

1/A: DISCONNECTED from KN6KB-1 @ 4/15/2002 1:42:55 PM


























































































































































































































































